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Azure - Ten Years In

Azure became available in the
vmu region in late 2014, Azure has now
been a part of the local IT
landscape for ten years.

Azure services have grown to over
Q‘O 300 types of services, now joined

by a range of cutting-edge Al
services.
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Azure - Continued Investment

« Microsoft is investing $5B over this
year and next year to expand it's
hyperscale cloud computing and Al
infrastructure in Australia, increasing
it's computing capacity by 250%.

« Addition of cutting-edge Al services /
models.

May-24 Jun-24 Jul-24 Aug-24 Sep-24 Oct-24

Azure Open Al Service Consumption
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Al-Ready Infrastructure



f

1 “How did Microsoft get Al Ready?”

How do |
make Azure 4.
Al-Ready? 5




Landing Zone

Enterprise Landing Zone aligned to Unified, readily accessible data.
Cloud Adoption Framework (CAF) Business continuity and data
and Well-Architected Framework protection.

(WAF).

Segregation of resources.
Well defined management structure

Data Network

Well-defined virtual network topology.
Azure network security (Firewall,
DDoS, NSG’s, Network Watcher).
Private Endpoints and Private Links.
Azure DNS, DNS Zones, and Private
DNS Resolver.

Data security and encryption.

and roles-based access control.

Security

Management

Defender for Cloud: secure your Azure services, threat protection for Al workloads.

Sentinel: raise Al solution security posture with SIEM, automation, and response.
Front Door Services/WAF/DDoS: leverage edge services for CDN, web-application firewall, and DDoS protection.

APIM: apply enhanced security controls for APIs.
Security Copilot: manage security posture with natural language response and threat intelligence.

Azure Monitor and Log Analytics: manage with application logs, dashboard reports, monitoring, and alerting.
Azure Policy: use Azure Policies to audit/enforce compliance settings for applications, data, and infrastructure.
Azure Copilot: enhance management with an Al assistant that knows your environment.

JuicelT2025 Data*3
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Landing Zones and Core
Infrastructure



Azure Landing Zone - a Foundation for Azure
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o In-guest policies/Desired State Configuration
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« Tagging

Compliant virtual
machine templates

Version: 2025-02-12



o & Identity and access management

Privileged identity
management

+ Approval workflow

+ Notifications

+ Multifactor authentication

* Access reviews and
packages

» App/DevOps
+ Subscription manager

Enroliment/Billing
account
[M—M———1
Department/Billing
profile

Account/Invoice -
mH Subscnr.s_tlon ]]

Microsoft Entra ID

ﬁ On-premises

Active Directory

« Service principals ) Domain Services

+ Security groups

« Audit reports « Other custom roles * Users
Management
o subscription e 2 Management group and subscription organization
Platform
Tenant root group
E Dashboards (Azure porta ) Management group @ DEVOPS
[ o | e I ‘ team
Contoso
» Change tracking ‘ I
A ti | evOps
utomation accounts { « Inventory management | [ G T o I o 1 O ol"l N e
| ‘s Platfolrm ‘ Landing zones Decommissioned Sandbox | Git repository Boards DeP]Q?fmem
1 | pipelines
- « Dashboards |Q I w AT L~ ! fe: O ' | ® ki
w Log Analytics _E » Querles ‘ Management Identity Connectivity Corp Online o Wiki
] workspace |
; J Subscription provisionin
For platform logs * Alerting * Role definitions : R:Ie rlz\:isio:in e
« Policy set definitions Pol pd | gt
A . . & Policy deploymen
- “ 9 : P ./: ,@ 0 @ Management Identity Connectivity Alhla:gtl;griz;ri‘:n Decommissioned | | Sandbox * EOl"q dsflnntlons « Platform deployment
Subset AMBA-ALZ  AMBA- Cost Role Policy ~ Metwork Defender Azure Update subscription subscription subscription Landing zone P1 Al bl : P:: 3:3“:‘:’:‘5
Action ALZ  Management assignment assignment Watcher for Cloud J subscription RN
Groups Alerts § Sandbox * Resource templates
Landing zone subscription 2
Subscriptions A2 subscription

On-premises systems



Lanaing cone

- Subscriptions A2 subscription
Connectivity
o subscription °
Azure DDoS t:crjvg:'-ls Private AP
Protection
" rh VPN/ExpressRoute . 0,
] Azure DNS St gateways Hub virtual Virtual
network rtia
O. ol i network
Virtual [egiony .
iy network ExpressRoute Virtual network peering I peerng
S : circuits Azure DNS Private 4D
peering Resolver Virtual
. Azure Firewall fh VPM/ExpressRoute
Virtual i= policies Satn Gatewa;:f's Hub virtual CK nz?::k
network Azure Firewall netlwork P 9
peerin Lgionii
¢, 0 #®
@,
i EHEIHO & @ 2
3s AMBA-ALZ AMBA- (o Role Policy ~Network Defender Azure Update
Action ALZ Management assignment assignment Watcher for Cloud Manager
Groups  Alerts
=Ty Landing zone P1
25
G — e AR

s

ry

b



Management
subscription

Dashboards (Azure po

Identity and access management

.

Management group and subscription organization

Management group

Connectivity
& subscription
| Azure DNS Privat N
Azure DDoS e 4ol
Protection
Subse m VPN/ExpressRoute .
@ Azure DNS % gateways Hub virtual
O Azure Firewall "emork
1] region 1
rk ExpressRoute Virtual network peering Z
circuits Azure DNS Private 4>
9 Resolver
Azure Firewall m VPN/ExpressRoute
il = policies m; Gateways Hub virtual C\
.Azure Firewall nMrk
region N
= g @ 20 W
f 4 &« . ,’@
AMBA‘ALZ AMBA- ot Role Policy ~ Network Defender Azure Update|
Action ALZ Management assignment assignment Watcher for Cloud  Manager
Groups  Alerts

Landing zone P1
. subscription
|

h. e

Privileg:

Microsoft Entra ID

/—/ Landing zone A2

° - subscription
|/

Virtual network

Example of how platform teams host their own services and applications in normal landing zone subscriptions.

This can be in one or many subscriptions, depending an the subscription vending model that has been adopted.

Platform team-hosted

capability

virtual machine image management and platform team APIs for subscription vending, Microsoft Entra

ID tasks, and others.

PBE=0 L0 AP

134

=7 “ el
AMBA-ALZ AMBA- Cost Role Policy
Action ALZ  Management assignment assignment Watcher for Cloud  Manager
Groups Alerts

(e

B 0 ®

Network Defender Azure Update

Virtual region 1
network
peering Resource groups [ 4|
@ Azure iz Other
. I Key Vault - et
Virtual ey Yeu » applications
network =  Storage (file, blob) H or
peering | Backup/Site & components
:- é Recovery vaults -
3 Log Analytics
| . =? workspace
| For application logs
e e e e e e e e W e R R R —
.pVitualnetwork oy |1 ypRs || NSGs/ASGs |
region N
Resource groups [ 4]
Azure
® Key Vault O.the.r
=  Storage (file, blob) appll;?tlons
- Backup/Site
é Recovery vaults components
- Log Analytics
- =P workspace
| For application logs
1 Dashboards Managed Shared
(Azure portal) (3 |dentities services

AMBA-ALZ  AMBA-
Action
Groups

Cost

Alerts

© 4

)

DNS ‘ | UDRs

| | NSGs/ASGs [

C:

Role Policy

Network Defender Azure Update
ALZ Management assignment assignment Watcher forCloud Manager

0]

n-premises

Active Directory
Domain Services

Platform
DevOps
team

DevOps

Sandbox
subscription

= Applications Applications

m Applications

MC: 0
© 4 ;B
Cost Role Policy Network Defender
Management assignment  assignment Watcher for Cloud

Virtual machine SKU

Compliant virtual
machine templates

® Access credentials

« In-guest policies/Desired State Configuration
» Backup policy

» Extensions

+ Tagging

Version: 2025-02-12



Azure Landing Zone Deployment

* Manual

« Use of Accelerators

Microsoft
Data*3

* Infrastructure-as-code
Bicep
Terraform
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Data and Analytics - a Foundation for Al



Challenges Generating Value from Data

‘Al is only
as good
as the
data it's
trained

on



Unify Your Data Estate

Powerful Almodels
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JuicelT2025 Data*3




B Microsoft Fabric

N— The unified data platform for the era of Al

JuicelT2025
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Networking



Network Considerations

Azure network topology and connectivity to on-premises

Azure network security
« Firewall (Azure Firewall, 3" party firewalls)
« NSG’s
* Azure Front Door services /Application Gateway / Web Application Firewall
« DDoS
* Network Watcher

Private Endpoints and Private Links.
Azure DNS, DNS Zones, and Private DNS Resolver.



Networking - the Rise of 3" party NVA’s
« 31 Party Firewalls (e.g. Palo Alto NGFW)

« Supporting centralised management of firewalls across
Azure, on-premises, and other clouds

« Can be available as a VM based appliance or PaaS service

« SD-WAN
* Providing integration into
SD-WAN (Cisco, Meraki, etc.)
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Security and Compliance
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User Interface Azure Policy Azure AD (RBAC) Azure Templates  Azure VM Templates Azure Tags Azure Resource Graph  Azure Audit Azure Automation
Azure Portal Azure REST API o
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- { } < —_— Microsoft Defender for Cloud Azure Monitor Azure Log Analytics  Azure Defender Azure Sentinel Azure Key Vault  Azure Virtual Desktop
Azure CLI PowerShell . ‘ I. . ' ‘ @
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2 2 - Resource Inventory Billing Monitoring & Logs Secrets Management Governance ‘ Compliance & Security ‘
":.Azure Arc Integration
Threat Protection ‘ ‘ Monitoring & Logs ‘ ‘ Secrets ‘ ‘ Change Tracking ‘ ‘ Extensibility ‘ ‘ Patching & Updates ‘ ‘ Automanage

Azure Arc-enabled on premise
infrastructure resources
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data services and ML
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Azure Arc-enabled Multi-cloud
infrastructure resources
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Optimising Investments - Cost Management

CLOUD VISIBILITY
Cost Monitoring CLOUD AUTOMATION
Inventory Scaling of Services
Utilisation
COST OPTIMISATION GOVERNANCE &
 Rightsieing REPORTING
;rlas:;r:]aeitage Monthly Reporting
RI Utilisation Budgets and Alerting
Hybrid Benefit Utilisation
COST ALLOCATION
DESIGN

Resource Allocation

Tagging Cost Estimation
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SCEEED g Data*3 Azure Periodic Table of Elements - - -

eperiodic.data3.com

Q, search Azure Service

Data”3 Azure Periodic Table of Elements

e (== ¢ Azure OpenAl Reques A Call Back

|E Speak To An Azure Expert

‘ q @ Last Updated: 10th March 2025 @ @

Entra ID Entra Domain Services Dataﬂs loT Central Machine Leamning Azure OpenAl
| B Azure OpenAl Service: Unlocking the Power of L[] Kowedge cene
& | 4 % Advanced Al Models S e )

Entra ID B2C Entra ID B2B Managed Identity v loT Digital Twin Search Cognifive Services
y Technical Overview A Azure -
g . - £ =8 ®
R P P — Artificial Intelligence (Al) has become a comerstone of modem innovation, and Microsoft Azure OpenAl Service is at the forefront of Microsoft Product Overview e p— T
Evaluation this revolution. By integrating OpenAl’s cutting-edge models into the Azure ecosysiem, organisations can leverage state-of-the-art
natural language processing (NLP), computer vision, and generative Al capabilities to solve complex business challenges. Let's El:l Microsoft Product Documentation
pg® dive into the technical archileciure and explore the advanced models available in Azure OpenAl Semvice, including GPT-4.5, GPT-4 . ) _.
oy Turbo, GPT-40, DALL-E, Whisper, and more. do LIEEETI AEILE DA ‘
Identity Governance MFA Conditional Access Microsoft Product News Databricks Speech Anomaly Detector
Architecture and Scalability
|—& ‘ Azure OpenAl Service is built on Azure’s robust cloud infrastructure, ensuring enterprise-grade scalability, reliability, and security. - by
&
The service operates as a managed API, enabling seamless integration into applications without requiring deep expertise in Al \‘ g a O
Key Vault Regulatory Compliance Resource Guard i model training or deployment. By leveraging Azure's global network of data centres, the service provides low-latency access to Al Purview Transkator Vision
models, ensuring high performance even for demanding workloads. m
~\ ' - The architecture is designed to support multiple Al models, each optimised for specific use cases: [ = I-
L . B Listen o Overview s
Sentinel Defender for Cloud Azure Firewall Ne « GPT-4.5 and GPT-4 Turbo: These models represent the pinnacle of generative Al, offering unparalleled capabilities in text Analysis Services Content Moderator Document Intelligence
generation, summarisation, and conversational Al. GPT-4 Turbo is a more efficient variant, designed for high-throughput
applications.
‘ % = GPT-4o: A specialised version of GPT-4 optimised for audio-based applications, such as franscription and voice-to-fext 5 ‘ '.
Front Door Application Gateway prot:essing. Synapse ; ive Reader

= GPT-3.5: A highly capable model for tasks requiring advanced language undersianding, such as content creation, sentiment
analysis, and code generation.

A n = DALL-E: A generative Al model for creating images from textual descriptions, enabling innovative applications in design, .' ‘? *‘

ExpressRoute Virtual Network Gateway marketing, and content creation. Data Box Storage Sync Video Analyser

« Whisper: A state-of-the-art model for automatic speech recognition (ASR), supporting multi-language transcription and

translation.

« Embeddings: These models are designed for semantic search, recommendation systems, and clustering tasks, providing
vector representations of text for advanced analytics.

= Fine-tuning Models: Azure OpenAl allows organisations to fine-tune models on their proprietary data, ensuring outputs are
tailored to specific business contexts.

= Assistants: Pre-configured conversational agents built on GPT models, designed for customer service, virtual assistants, and ® Copyright 2025 D
other interactive applications.
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We’re here to help:

Azure Landing Zone:

Cloud Strategy and Architecture
Azure Foundation (Landing Zone) Deployment

Azure Health and Governance Assessments

Data:

Enterprise Data Strategy

Data Planning, Capability Workshops, and
Roadmaps

Data and Analytics Design, Proof-of-Value

Data and Analytics Platform Foundations

Security and Compliance:

Strategy, Maturity Assessment, Data Governance,
Architecture, Regulatory Compliance, Workshops

Health Assessment
Sentinel and Defender for Cloud Deployment

Managed Security (Managed Firewall / Managed
Sentinel / Managed XDR / SOC)

Network

Design and deployment of virtual network topology
and configuration (incl. VWAN)

Hybrid connectivity using
ExpressRoute/SDWAN/Site-to-site VPN

Network security (Azure Firewall/NSG’s/3" party
firewalls)

Management

P\

Design and deployment of management and
monitoring services

Azure Managed Services

Azure Cost Management

Al Planning, Use Case Workshops, Capability
Roadmaps

Al Solution Design, Proof-of-Value, Pilot

Al Platform Foundations

JuicelT2025



Al-Ready Infrastructure — Get ready!

Align Landing Zone

to CAF/WAF
/_
Azure Landlng Zo.ne o
\_

Prepare your data

Azure Fabric

Extend, segregate,
secure your
network
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