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The Biggest Risk Customers Face

Top 10 Most Important Business Risks 2025

Cyber incidents

Changes in Legislation

Natural catastrophes (flood, storm, wildfire etc.)
Business interruption (inc. supply chain)

Climate change (risk associated global climate action)
Fire, explosion

New technologies (Al, autonomous machines)
Macroeconomic developments (inflation, deflation)

1
2
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5. Shortage of skilled workforce
6
7
8
9
1

0. Market developments

Source: Allianz Risk Barometer 2025
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Top Threats and Trends 2025
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4  Credential Harvesting

‘ Faster Zero-Day Attacks

@ Third Party Compromise

‘ Ransomware-as-a-Service

& Critical Infrastructure Targets

A Foreign Interference/Espionage




Weaponised Al by Adversaries

4  Automated Spear Phishing Campaigns

‘ Social Engineering, Deepfakes and Deception

@ Intelligence Gathering

" ‘ Co-ordinated Attacks
u,

& Malware Development

A Credential Stuffing Attacks
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What about the future? - Post Quantum Cryptography

Classical Encryption at Risk (RSA, ECC etc.)

‘ Q-Day/Y2Q?

@S Quantum Proof Algorithms

‘ Harvest / Steal Now, Decrypt Later

& Key Decryption

A NIST Recommendations
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The Problem .. (the Frontier)

We need REAL TIME Prevention,
Detection AND Rapid Recovery

Perimeter Technology’s job is @ Backup Technology needs a
prevention copy to restore from and only

Unknowingly Rouge Admin provides value AFTER the

Compromised (AEEIE damage is done
Account
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The Problem .... (final frontier)

The STORAGE service needs to be
the REAL TIME SECURITY service

Step2

Step1
Prevention Stops User Behavior
Cyber Attacks from Analysis detects
Anomalies and

even starting on
the production
surface area

Triggers Counter
Measure Lock for
Logical Air gap
(immutable Snap)

Step3 — Multi Admin Verification
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Cybersecurity Act 2024 - Australia

Organizational Obligations:

First Standalone Cybersecurity Law in Australia. Mandatory Reporting of Incidents.

Implements 7 Initiatives under under 2030 Stricter standards for Critical Infrastructure Orgs.
Cybersecurity Strategy. Implementation of Cybersecurity Risk

Reforms to SOCI Act (data storage systems) Management Frameworks.

Introduces new obligations for organizations. Data Security and Privacy Protection

Requirements.

Cyber Incident Response mechanisms. _
Mandatory Reporting of Ransom payments.

National Cybersecurity Co-Ordinator responsibilities. _ _
Must ensure 3" party supplier security.

Establish Cyber Incident Review Board. _
Minimum cybersecurity standards for loT devices.
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America’s Cyber Defense Agency Sqorh

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE “

Topics v Spotlight Resources Is v News & Events v Careers v

Home / Topics / Cybersecurity Best Practices / Secure by Design SHARE: ﬁ X in @

Secure by Design

It's time to build cybersecurity into the design and manufacture of technology

products.
3 AUSTRALIAN
SIGNALS
e DIRECTORATE Q_ Search ] ‘ . Report ‘
Australian Government
Australian Si /‘\CJ _
Australian Signals Directorate EN v  Contactus Portallogin #)
About us Learn the basics Protect yourself Threats Report and recover Resources for Business and Government

Home > Resources for business and government > Secure-by-Design > Secure-by-Design Foundations

Secure-by-Design Foundations

Content complex
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‘Secure by Design’ Pledge

Cybersecurity and Infrastructure Security
Agency (CISA) CISA.GOV/SecurebyDesign

» A cybersecurity roadmap for technology
companies

* Principles first released April 2023

* NetApp signed the pledge in May 2024

» Seven key goals of the CISA program
« MFA
* Default passwords
* Reducing class of vulnerabilities
* Increasing security patches
 Vulnerability disclosure policy published :F_“C\U%e';‘bFY“DA_NS?C*NP‘:2(:‘*\@[*:‘;2 FOR
* Timely CVE reporting
* Provide evidence of intrusion

« Manufacturers have one year to demonstrate
progress
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https://www.cisa.gov/securebydesign
https://www.cisa.gov/sites/default/files/2023-06/principles_approaches_for_security-by-design-default_508c.pdf

NetApp Product Security Vision

Delivering value and peace of mind to our customers

Secure by Default Data-centric Zero Trust Security Validated, Certified, Approved
0
Seamless out of the box Best of breed security capabilities Industry-leading certs. Listed on
experience and partnerships government approved product lists
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Genuine OS validation

* NetApp® ONTAP® upgrade image validation
» UEFI secure boot validation for AFF/FAS

Platform
Security-hardening

Secure the system + Automation REST API and Ansible playbooks

Tamper-proof logging

* Integration with remote syslog server, native logging alerts

l Secure Multitenancy (SMT)

+ Tenant isolation and collateral damage prevention
» Leverage separate SVM and IP Spaces

Secure by default NetApp Active 1Q® Unified Manager security
dashboard and System Manager Insights

Seamless out-of-the-box
+ Based on ONTAP hardening guide TR-4569

experience

Active 1Q vulnerability alerting

» Patching and upgrade recommendations based on CVE

Secure development lifecycle and PSIRT

* (Vulnerability incident response)

Pl NetApp 12 ©2025 NetApp, Inc. Al rights reserved. NETAPP CONFIDENTIAL



Data Centric Zero trust

Never trust, always verify - Management of data storage
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Architecting from the Inside out, data at the core
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 Protection from Stolen Credentials
* Roles-based access controls (RBAC)
» Multi-factor authentication (MFA)

+ System Manager (SAML 2.0, )
* CLI/SSH (Public Key, FIDO2, PIV, Yubikey, DUO, TOTP)

* CLI only (no MFA support yet)

Prevent Insider Threat
* Multi-admin Verification (MAV)

Automation Security Ansible / REST API
» Token Based and Certificate Auth

« OAuth 2.0

» Supported IDP’s: AuthO, ADFS, Keycloak,

Log Every Action
» Send remote syslog to a SIEM

External partner integrations

* Fpolicy, vScan, SIEM, key management




The only enterprise
storage vendor
validated to store

top-secret data

Commercial Solutions for FIPS 140-3 Validated
Classified (CSfC)

Components List
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DoDIN
APL

Department of Defense
Information Network
Approved Products List
(DoDIN APL)

Common Criteria for
Information Technology
Security Evaluation




NetApp cyber resilience
Advanced data protection and data security aligning to NIST Cybersecurity Framework (CSF) 2.0

< Protect Q. Detect ¥>  Recover

dentiy

K [E COE B

» Storage anomaly

>>

* Immutable, and

* Data « Data discovery indelible copies detection ) U§e|r ?ehavior « Rapid data

overnance : - .- . * On-box analytics recovery

g « Configuration * Malicious file ransomware I « Mass deletion I

+ optimization + blocking + , detecti  Forensic analysis
+ Data Enh g detection etection
« Enhance * Insider threat ,
. . + Automated
compliance Alops prevention zj/lertl,ésc;{ig:]alware threat response

NetApp secure access: end-to-end encryption, multifactor authentication, role-based access
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Is the most

Il NetApp SECURE STORAGE

on the planet

But what does that mean?




CONFIDENCE

NetApp provides

Prevention, Detection AND
Rapid Recovery




Fl NetApp

The most
storage on the planet

Your data’s first and last line of defense

Talk to us about getting secure by
default and wholistically cyber

resilient




