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$566,850,000,000
Fine Arts Market



$652,000,000,000
Drug Trafficking



$103,860,000,000
Global Diamond Market



$10,500,000,000,000
Cyber Crime Economy



Your information and/or 

your company information 

is being bought and sold 

on the dark web.
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Elements 

of Dark 

Web 

Markets 

User Access through Tor or IP2

Anonymise identity and location

Access & Anonymity 01

Transactions in cryptocurrency

(Bitcoin, Monero) for anonymity

Payment Systems
02

Sellers offer goods; reputation 

systems build trust

Listings & Vendors

03

PGP encryption, escrow, 

multi-signature transactions

Security Features

04

Authorities track, shut 

down, and seize 

markets

Law Enforcement 

Challenges05



How do these markets work?
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Top 5 Sold Access Types ï H2 2024
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Initial Access Brokers

SecurityHQ identified 835 unique sales of initial access in H2 2024.
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The role of Initial Access Brokers

IABôs specialise in breaching organisations and selling access to 
ransomware operators for highly targeted access.

Initial 

access 

brokers



Start: $3000 Ÿ The starting price 

for the auction. Bidding begins at 

$3,000.

Step: $200 Ÿ The minimum bid 

increment. Each new bid must be 

at least $200 higher than the 

previous bid.

Blitz: $4500 Ÿ The "Buy It Now" 

price. A buyer can bypass the 

auction and immediately 

purchase the access for $4,500.

Initial 

access 

brokers



Conduct periodic penetration testing

What can
you do to 
protect your 
organisation?

Vulnerability exposure management

Implement privileged access management 

and multi-factor authentication

Initial 

access 

brokers

Enhanced Email and Endpoint Security
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Ransomware ð itõs still a thing.
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Itõs time for change.
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Ransomware -
as -a-Service 
(RaaS)

60-90% share
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tools & 

malware

We invite experienced pentesting teams to join the Lynx team.
We specialize in attacks on business infrastructure.

### Locker Functionality:
~ Reliable encryption algorithm (x25519 + AES);
~ Directing the locker to specified directories/files;
~ Killing services/processes by mask;
~ Ability to interrupt the encryption process without damaging the structure of the encrypted file;
~ Deleting shadow copies, clearing the recycle bin, etc.;
~ Mounting hidden disks (at your own risk, may corrupt the bootloader);
~ Automatic termination of processes that use targeted files;
~ 18 tested builds for all operating systems (Windows / ESXi / NAS);
Ϥ ά¢ƛƳŜǊέ ŦŜŀǘǳǊŜ ŀǾŀƛƭŀōƭŜ ƻƴ ŀƭƭ ƴƛȄ ōǳƛƭŘǎΤ
Ϥ {ŜǘǘƛƴƎ ŀ άƳŜǎǎŀƎŜ ƻŦ ǘƘŜ Řŀȅέ ŀǎ ŀ ǊŀƴǎƻƳ ƴƻǘŜΦ

### Panel Functionality:
~ Builder (private keys are not stored in the panel; all test decrypts are strictly handled through the admin);
~ Ability to independently create blog posts and attach files without admin involvement;
~ Full management of publications;
~ Guest access for your traffickers.

We offer an 80/20 split in your favor. You handle all negotiations, the wallet is yours, and we do not interfere in the process.
²Ŝ ƘŀǾŜ ƻǳǊ ƻǿƴ Ŏŀƭƭ ǎŜǊǾƛŎŜ όά͍ͨͪͦͦͤ͘έύ ǘƘŀǘ ǿƛƭƭ ƘŀǊŀǎǎ ǘƘŜ ǘŀǊƎŜǘ όŜȄǘǊŀ ҈ύΦ
In the near future, we are completing a persistent tool that will be provided to our teams.
We also have a simple killer
We are ready to provide storage for files to active teams.
We can provide materials for work if you show good results.

¢ŜŀƳǎ ǿƛǘƘƻǳǘ ŀ ǊŜǇǳǘŀǘƛƻƴ ǿƛƭƭ ōŜ ƻŦŦŜǊŜŘ ǎŜǾŜǊŀƭ ƻǇǘƛƻƴǎ ǘƻ Ǉŀǎǎ άǿƘƛǘŜέ ǾŜǊƛŦƛŎŀǘƛƻƴΦ
We do not work in the CIS, Ukraine, China, Iran, or North Korea, nor do we target entities responsible for the livelihood of civilians (healthcare), government 
ƛƴǎǘƛǘǳǘƛƻƴǎΣ ŎƘǳǊŎƘŜǎΣ ƻǊ ŎƘƛƭŘǊŜƴΩǎ ŎƘŀǊƛǘƛŜǎ όƴƻƴ-profits).
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Consolidated view of 

infections and activity

Multiply the ransom 

to X after Y days

Personal notes

Easy access to your 

BTC wallet and 

withdrawal

Enter your ransom in 

BTC ï minimum is 

0.1 BTC
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Extended Detection and Response ï EDR/XDR

What can
you do to 
protect your 
organisation ?

Advanced Backup and Recovery

Security Operations Centre - SOC

Micro Segmentation
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Hacking 

tools & 

malwareäŨņ‐ƓƜǊğĺƆņ‐ŝņğǊǐƼņǁ‐Ɯŝ‐ǊŨņ‐ǁǊņğƆņƼ‐ŭƓĻƆǐŁņŁὰ

Å]ǐƓĻǊŭƜƓğƆ‐ŝņğǊǐƼņǁὰ
Å äŨņ‐ƓğǊŭǤņ‐ǁǊǭƆņƼ‐ŭǁ‐ǧƼŭǊǊņƓ‐ŭƓ‐; ‐ƆğƓŞǐğŞņ‐ğƓŁ‐ŭǁ‐ỜỢỚ‐Ɓĺ‐ŭƓ‐ǁŭǶņὮ
Å ;ƜƆƆņĻǊǁ‐ĺƼƜǧǁņƼ‐ŁğǊğ‐ᾃ;ƜƜƁŭņǁὯ‐ÓğǁǁǧƜƼŁǁὯ‐ĻĻƜǐƓǊǁÛǭƓĻὯ‐GǬǊņƓǁŭƜƓǁᾄ‐ƜƓ‐;ŨƼƜƒŭǐƒ‐ᾃGŁŞņὯ‐_ƜƜŞƆņὯ‐¶ƹņƼğ_Ĉᾄ‐ğƓŁ‐_ņĻƁƜ‐
ᾃ]ŭƼņŝƜǬὯ‐ăğǊņƼŝƜǬᾄ‐ņƓŞŭƓņǁὮ

Å ;ƜƆƆņĻǊǁ‐BŭǁĻƜƼŁ‐ǊƜƁņƓǁὮ
Å ;ƜƆƆņĻǊǁ‐]ŭƆņĒŭƆƆğ‐ǁņǁǁŭƜƓǁ‐ᾃ]ŭƆņ_ƼğĺĺņƼ ÛǊğƓŁğƼŁ‐ĻƜƓŝŭŞᾄὮ
Å ;ƜƆƆņĻǊǁ‐äņƆņŞƼğƒ‐ǁņǁǁŭƜƓǁ‐ᾃÓƼƜĻņǁǁ_ƼğĺĺņƼ ]ŭƆņ_ƼğĺĺņƼ ÛǊğƓŁğƼŁ‐ĻƜƓŝŭŞᾄὮ
Å :ǐŭƆŁǁ‐ÛǊņğƒ‐ᾃÛǊğƓŁğƼŁ‐ĻƜƓŝŭŞᾄὮ
Å äŨņƼņ‐ŭǁ‐ŝǐƓĻǊŭƜƓğƆŭǊǭ‐ŝƜƼ‐ǐƹƆƜğŁŭƓŞ‐ğ‐ŝŭƆņ‐ğŝǊņƼ‐ĻƜƆƆņĻǊŭƓŞ‐ǊŨņ‐ƆƜŞ‐ᾃ£ƜğŁņƼᾄὮ
Å ĺŭƆŭǊǭ‐ǊƜ‐ŭƓǁǊğƆƆ‐ĻǐǁǊƜƒ‐ƹƼƜǬŭņǁὮ
Å ĺŭƆŭǊǭ‐ǊƜ‐ǁņƓŁ‐ƆƜŞǁ‐ǊƜ‐ǊņƆņŞƼğƒὮ
Å ;ƜƆƆņĻǊǁ‐ğ‐ǁĻƼņņƓǁŨƜǊ‐ŝƼƜƒ‐ǊŨņ‐ŁņǁƁǊƜƹὮ
Å ;ƜƆƆņĻǊŭƓŞ‐ƒğ]ŭƆņǁ‐ŝƼƜƒ‐ǊŨņ‐ÛǊņğƒ‐BņǁƁǊƜƹ‐ ǐǊŨņƓǊŭĻğǊƜƼ‐ğƹƹƆŭĻğǊŭƜƓ‐ᾃÓƼƜĻņǁǁ_ƼğĺĺņƼ ÛǊğƓŁğƼŁ‐ĻƜƓŝŭŞᾄὮ
Å Ɠ‐ğƓǊŭᾏŁǐƹƆŭĻğǊņ‐ǁǭǁǊņƒὮ

Å;ƜƓŝŭŞǐƼğǊŭƜƓ‐ǁņǊǐƹὰ

Å ;ǐǁǊƜƒŭǶğĺƆņ‐ƆŭǁǊ‐Ɯŝ‐ĺƼƜǧǁņƼǁ‐ᾇ;ŨƼƜƒŭǐƒὯ‐_ņĻƁƜᾈὮ

Å ;ǐǁǊƜƒŭǶğĺƆņ‐]ŭƆņ_ƼğĺĺņƼᾀĻƼǭƹǊƜ‐ǧğƆƆņǊ‐ŝŭƆņǁὮ

Å ;ǐǁǊƜƒŭǶğĺƆņ‐ƆŭǁǊ‐Ɯŝ‐ņǬǊņƓǁŭƜƓǁὮ

Å ;ǐǁǊƜƒŭǶğĺƆņ‐ÓƼƜĻņǁǁ_ƼğĺĺņƼὮ

Å ;ǐǁǊƜƒŭǶğĺƆņ‐£ƜğŁņƼὮ

Å ;ǐǁǊƜƒŭǶğĺƆņ‐BŭǁĻƜƼŁ‐ĻƆŭņƓǊǁὮ
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What can
you do to 
protect your 
organisation?

Manage Sync Data

Enterprise Password Management

Data Protection Policies and Solutions

Security Awareness and Education
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The cost  of 

your stolen 

data and 

credentials

ÅAustralian passports: A$32 for digital scans, 

around A$2,300 for counterfeit physical passports

ÅDriver's licenses: A$72

Government Documents 01

Complete patient  profiles: Up to $500+

Individual medical records: $60-$250 

per record

 

Medical Data

02

Hacked entertainment services 

(Netflix, Spotify): $10 to $40

Entertainment Services

03 ÅBasic personal data (names, addresses): A$7 to A$22

ÅFull identity profiles ("Fullz"): A$30 to A$150

ÅAn individual's complete stolen data set: Estimated 

average value of A$4,335

Personal Information

04

ÅAustralian credit card details: A$9.82 

on average

ÅOnline banking logins: A$52 to A$97

Financial Data05

ÅLinkedIn: A$69

(most expensive)
ÅFacebook: A$23

ÅInstagram: A$23

ÅSnapchat: A$23

ÅDiscord: A$23

ÅTwitter: A$15 or less

ÅTikTok: A$15 or less

ÅPinterest: A$15 or less

ÅReddit: A$9 (cheapest)

Social Media06

Stolen 

data & 

credentials


