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Your information and/or

your company information

IS being bought and sold
on the dark web.
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Business Disruptions and Downtime

Legal & Regulatory Costs

Why is the
n u m ber SO Cost of Recovery & Cybersecurity Investments
high?

Reputation Damage and Customer Loss

Criminal Revenue and Dark Web Markets

Geopolitical & National Security Threats



Dark web
economy &
markets
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Listings & Vendors

Sellers offer goods; reputation
systems build trust

03
Payment Systems
02
Transactions in cryptocurrency
(Bitcoin, Monero) for anonymity Elements
of Dark
Web
Markets
Access & Anonymity 01 05

User Access through Tor or IP2
Anonymise identity and location

S~ e

Security Features

PGP encryption, escrow,
multi-signature transactions

Law Enforcement
Challenges

Authorities track, shut
down, and seize
markets
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How do these markets work?

=

Hacking
tools &
malware

Stolen

Initial
data &
credentials

access
brokers

“‘
*
*
*
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Forums

i

Dark web
NEGH
places




nu__item--home">

n-inner*><a href="/" data-metrics-action="click npr logo' >¢
. : " . B . ah
nu__item--news menu__item--has-submenu" data-metrics-ho >
n-inner"> .
s/news/" data-metrics-action="click news">News</a> Initial
submenu” data-metrics-action="toggle news drawe Se submenu for News</ "> — access
brokers
national/" data-metrics-action= al"sNation
orl data-metrics-action="cl "1d</;2§/
data-metrics-action= . Tt
data-metrics-action=
data-metrics-action=
ce/" data-metrics-action=
wology/" data-metrics-acti
vitch/" data-metrics-acti >
tem--has-submenu®™ data-metrics-i
1="click arts & life">Arts
trics-action="toggle arts drawer">Expand/collapse submenu for Arts Life</ >
es S { =" [/a3< / >
"/sections/movies/" data k movi >Movies</a></ 11>
"/sections/television/" d lick television">Television</a></ >
tions/pog i1ture i ] pop culture”>Pop Culture</: ></
ctions/food/" t f 1">Food</a></ 11>
href=' i rt-design/" dat ick art & design">Art Design</o> </ 1>
Bref="/secti performing-arts/" d ="click performing arts">Performing Arts</:></11>
o tem--music gzenthe submenu” data-metrics- ="toggle music drawer">

ner"s

1Isic">Music</a> -
-action="toggle music drawer">Expand/collaps 3
et~

submenu__item">
o -metrics-action="click tir

_QQSR”>

ta-metrics-action="click's

i-metrics-action="click music features">
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Initial Access Brokers

)
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Initial
access
brokers

SecurityHQ identified 835 unique sales of initial access in H2 2024.

450 413

400
350 331
300
250
200
150

100
30
L
RDP VPN Citrix

50

Top 5 Sold Access Types i H2 2024

10

Webshell

6

Database

$3,500.00

$3,000.00 $2,861.00

$2,500.00

$2,000.00
$1,647.00

$1,500.00 $1,233.00 $1,221.00

$1,000.00
$533 00
$500.00
$-
Citrix Database Webshell

Average Sale Price per Access Type i H2 2024
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The role of Initial Access Brokers

ABOS

Spec.i

a l
ransomware operators for highly targeted access.

] se 1 n

br eachi

Threats & Actors

Actors

Lastthreats Darkweb

Q. message: "access type:" AND message: "australia”

Detected

28 Nov 2024
FAREY

14 Nov 2024
04:48

24 Sep 2024
17:14

24 Sep 2024
17:14

24 Sep 2024
17:14

11 Sep 2024
13:36

09:15

I 03 Sep 2024

03 Sep 2024
09:15

L _n2camanna

Nickname/Forum

2 RW-M-GROUP
@ breachforum...

A~ Onebob

@ xssis
A yayo

@ xss.is

A yayo
@ xssis

A yayo

@ xss.is

2, configurator
@ RAMP

A2, RelativelyCrazy

@ xssis

/2, RelativelyCrazy
@ xssis

Topic

Selling etoro.com access + users data

AU Corp RDP Access

TMpoaaio Aoctynsi [AU, US, UK, JP etc.]
Selling access [AU, US, UK, JP etc]

Mpopaato goctynei [AU, US, UK, JP etc.]
Selling access [AU, US, UK, JP etc]

Mpoaaio pocTyns: [AU, US, UK, JP etc.]

Selling DA Accesses

Selling Access's

Selling Small US Insurance

Open threats

ng

organi

)
(]

Initial
access
brokers

Instant messengers  Threat landscape  Analyst reports
Message details  Identical re-posts  Identical Nicknames [ Favourite &

Message

Nick Onebob
Access[Typefl iexname neve AU Corp RDP Access Translate [
SRR, G Forum info https://xss.is/members/382275/ Domain « Access - ROP

Source Xss.is

Onebob 14 Nov 2024 + 04:48
CDUMI’)‘(H Messages 6
Accessltype DI
— S— e Liena 1800 KoHTakTbl jabber Onebob@xmpp.jp 1 Hand Sale of RDP Access. Country: (HQ), 0
o perates in 3 other Countries RDP / Default Antivirus Revenue : 1-2 Billion Sector: Manufac

Revenue: $216 kk
T T Enterpt L5 M ok turing Domain Admin Price - $1800 Working with the guarantor. jabber Onebob@xmpp.jp + OTR gtox A
I;lse:a E-mail Onebob@xmpp.jp 26192F1093D47A8A96DBA591D147C1A23BCFBD689E2BCE882A1B67697DD076360A7A5008091

Avatars =
Revenue: $216 kk
Accessftype J5TELY
Uena
18..

TP (X1 1)
Lena
18.. Admiralty code —

Severity High
Country:
Sector: Consumer S| Reliability 21%
Covry. SRR Credibility 100%
Country:
Sector: Consumer SeTvice... 23 339

01 Can 2094

10

anae

JuicelT2025
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Start: $3000Y Th e

start

for the auction. Bidding begins at

$3,000.

Step: $200Y Th e

mi n i

iIncrement. Each new bid must be
at least $200 higher than the

previous bid.

Blitz: $4500Y Th e

Buy

price. A buyer can bypass the

auction and immediately

purchase the access for $4,500.

)
(]

Initial
access
brokers

mu

ng pr

Forum info

Source
Messages

rﬁirst menge i d
Last message

Avatars

TLP
Admiralty code

REE

teliabiﬁty N O W

Credibility

v!illiam ellison

https://forum.exploit.in/profil
e/165251-williamnellison/

exploit.in
26
11 Sep 2024

19 Feb 2025

High
n

31%

100%

I will sell access to US companies original  [%

Access * Sale * Network

WilliamNellison 12 Dec 2024 - 22:09

Sell access to the following companies: 1. Revenue: $ 2.9b Employees: 9591 Indust
ry: Tires & Rubber, Manufacturing Country: US Access Type: VPN Access, Checkpoi
nt Rights: Network Account 2. Revenue: $ 658.9m Employees: 4000 Industry: Com
mercial & Residential Construction Country: US Access Type: VPN Access, Checkpo
int Rights: Network Account 3. Revenue: $ 11.4m Employees: 29 Industry: Real Esta
te Country: US Access Type: VPN Access, Checkpoint Rights: Network Account 4. R
evenue: $ 5.5m Employees: 26 Industry: Insurance Country: US Access Type: VPN A
ccess, Checkpoint Rights: Network Account Accessories are sold package. Sale thr

ough the guarantor or users of the forum with a reputation. Companies information
is displayed according to Zoominfol Start: $ 3000 Step: $ 200 Blitz: $ 4500 I
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access

brokers

Conduct periodic penetration testing J

What can
you do to
protect your
organisation?

Vulnerability exposure management J

Implement privileged access management
and multi-factor authentication

@) (B ) ©

) ) Enhanced Email and Endpoint Security }




Hacking tools \
and malware
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Ransomware -
as -a-Service
REERN),

Initial
access
brokers

Ransomware Ransomware
affiliates operators




MName:

Lynx

Type:
Ransomware

First discovered:

17 July, 2024

Latest activity:

15 November,
2024

Languages:

English / Russian

Countries targeted:

== United States
% Australia

B Canada

a= United Kingdom

Modus operandi:

=]

Hacking
tools &
malware

Lynx operates through a Ransomware-as-a-Service affiliate model, recruiting pentesters and
access brokers 1o penetrate targeted networks. Once they have gained unauthorized access,
affiliates exfiltrate sensitive information before deploying the ransomware, encrypting files across
various platforms while disabling critical recovery mechanisms such as shadow copies and
volume snapshots. This double extortion attack strategy maximizes pressure on the victims, as
the stolen data is then used as leverage during ransom negaotiations.

MNotable features:

» Multi-Platform Coverage: Provides ransomware
samples for Windows, Linux, ESXIi, and even
lesser-known architectures (ARM, MIPS, PPC).

» Encryption Scheme: Incorporates AES-128 (CTR)
combined with Curve25519 Donna for robust
encryption.

» Customizable Affiliate Panel: Users can manage
attacks, victims, and leak schedules through an all-
in-one interface.

& Luxembourg GCC

= Costa Rica & Turkey

il Italy B Belgium
# China 8 Argentina

= \ariable Encryption Modes: Offers
*fast,” "medium,” “slow,” and "entire”
modes, allowing affiliates to calibrate
speed versus damage.

« Virtual Machine Shutdown: Capable of
shutting down ESXi VMs to disrupt
enterprise operations and complicate
recovery.

& Singapore
== Cape Verde
&8 |ndia

I France




=

Hacking
tools &
malware

Aug 8, 2024 < Q"

Mpurnawaem B komaHAy Lynx onbImHbIX KOMaH[, NeHTecTepos.
Mbi cneumanusmpyemcs Ha arakax Ha 6usHec UHPacTPyKTypy.

®DyHkUMOHanN nokepa:
~ HapexHblit anroputm Wwingposanus (x25519 + AES);
silencer ~ HanpasrneHue fiokepa Ha yKasaHHble AMpeKTopuw/dainbi;
May 2, 2024 ~ YBUIACTBO CEpBMCOB/NPOLIECCOB NO Macke;
Messages 5 ~ Bo3MOXHOCTb NpepBaTh npouecc wudpsoaHns 6e3 NoOBpeXXaeHns CTPYKTYpb! WwudposaHHoro daiina;
Reaction score 4 ~YpaneHue TeHeBbIX KOMWUIA, O4UCTKA KOP3UHbI U TA...;
Points 3~ MOHTMpOBaHWe CKPbITLIX AUCKOB (Ha CBOW pUCK, yGMBaeT 3arpysu4uk);

~ ABTOMaTU4yecKoe 3aseplleHne npolecca, KOTopbiil 3agelcTByeT gainn;
~ 18 npoTtecTupoBaHHbix 6ungos nog ece OC (Windows / ESXi / NAS);

~ MyHKUMA "Taiimep" Ha Beex nix 6unpax;
~ YcraHoBka "coobuieHusi oHs" B BUAE 3anvcku.

DyHKUMOHAN NaHenu:

~ Bungep (NpuBaTHbIe KNOYM B NAHENN He XPaHATCH, BCE TECT-AEKPUNTbLI CTPOro Yepe3 aaMuHa);

~ BoaMOXHOCTb co3pasath nybnukauuu B 6nore camoCTOATENbHO, a TaKXXe NPUKpennsaTh ainbl K HUM 6e3 yyacTus anMuHa;
~ [MonHoe ynpasnexue nybnvkaumsmu;

~ ['ocTeBoM fOCTYN ANns Bawux Tpadepos.

Mpepnaraem pacnpegenexune 80/20, B Bawy cTtopoHy. Bbl NONHOCTLIO BeaeTe avanor, Kowenek Bau, Mbl He BMelLMBaeMcs B avanor.

EcTb cBOW NPO3BOH, KOTOPLIA 3aebeT TapreT (aon %).

B 6nuxaniiee BpemMs gonucbisaem 3akpen, KoTopbiv Syaem gasath B UCNONb30BaHWe CBOMM KOMaHAaM.

EcTtb cBoOA, npocToi kunnep (peleHns ans Kpayaa, CeHTUHeNsi He BXOAWUT B 3TOT Kunnep).

[oToBb! faBaTh xpaHunuile nog aitnbl aKkTUBHLIM KOMaHOaM.

[oToBbI paBaTL marepuan ans paboTbl, CNN NOKaXKETe XOPOLUWIA pe3ynbTar.

KomaHpam 6e3 penyTauuu 6yaeTt npeanoXeHo HeCKONbKO BapyaHTOB NPOATU NPOBEpPKy BanTa.

He pa6boraem no CHI', Ykpaure, Kuraio, MpaHy u CesepHoit Kopee, a Takoke nobbie Lieny, KoTopblie OTBEYaloT 3a XU3HecnocobHOCTs rpaxaaH
(healthcare), npepcraensior U3 cebs rocyaapcTeeHHbIe yupexaeHus (government) unum Lepksu, oHabl No cbopy noMowm ans getei (non-profit).

QMAAARAE7ZANN721NA1ANC1AANA1 E7TNARCR1NAGRE1R71ER724R41 7aRAM1 ARNR7A41 2029 N4ARQ
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We invite experiencegentestingteams to join the Lynx team.

We specialize in attacks on business infrastructure. =
Hacking
tools &
malware

### Locker Functionality:

~ Reliable encryption algorithm (x25519 + AES);
~ Directing the locker to specified directories/files;
~ Killing services/processes by mask;

~ Ability to interrupt the encryption process without damaging the structure of the encrypted file;
~ Deleting shadow copies, clearing the recycle bin, etc.;

~ Mounting hidden disks (at your own risk, may corrupt the bootloader);

~ Automatic termination of processes that use targeted files:

~ 18 tested builds for all operating systems (WindoWSKXIl NAS);
9 A¢AYSNE FSIGdaNB +FQFAfrotS
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### Panel Functionality:

~ Builder (private keys are not stored in the panel; all test decrypts are strictly handled through the admin);
~ Ability to independently create blog posts and attach files without admin involvement;

~ Full management of publications;

~ Guest access for your traffickers.

We offer an 80/20 split in your favar. You handle all negotiations, the wallet is yours, and we do not interfere in tigs.proce

2°S K @S 2 dzNJ 2cghyo @Gl6f efi KI SINBMAS oKd NI aa GKS GFNBSG 6SEGNF 2200
In the near tuture, we are completing a persistent tool that will be provided to our teams.

We also have a simple killer

We are ready to provide storage for files to active teams.

We can provide materials for work if you show good results.

A

¢SIFYa gAGK2dzi | NBLMzil GA2y oAttt 0S 2FFSNBR aSOSNIf 2LJW0A2ya (2 LI aa as
We do not work in the CIS, Ukraine, China, Iran, or North Korea, nor do we target entities responsible for the livethdmhsf(healthcare), government

AValiAlddziazyaZ OKdzNDK Seoffs). 2 NJ OKAf RNByQa OKI NAGASA oy?2
y auAudzu y Z P ) y u y yJuiceIT2025 Data’3



Consolidated view of
infections and activity

Multiply the ransom
to X after Y days

Personal notes

g
?
|

=
b
g
°
| Q

£

Create a malware

Ransom

-~
gl
;
3
i
{
3

Multiplier

Used 1o multiply the ransom by X times after Y days

Muttiplier (Days)

Days before the ransom mulipher

:

Notes are private, and used only 10 keep track of your victims

gweadX

i
B
|Ig
I
1 E
|
§

Token Version R s Payments Notes Action

=

Hacking
tools &
malware

Easy access to your
BTC wallet and
withdrawal

Enter your ransom in

BTC T minimum is
0.1 BTC

JuicelT2025 Data’3



Satan  Mawares  Droppers  Tramslate  Account  Netices  Messages ()

Making a dropper

1. Use one of the xor functions below to encrypl vour ransomwane
2. Upload the encrypted ransomware io your web server.

3. In the form below, enter the ur to the file, the key you used to encrypt and click on "Generate™

4. Follow the usage instructions

Xor

Powershell

JuicelT2025

=
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¥ Satan +

s @ ¢

satanbdll23napb5.onion

Translation guidelines

1. Allfields must be filled

2. Anything between "%" should be only copied and not translated

3. The field "English" should be filled with the name of the language you're translating (e.g Deutsch, Espaiiol)
4. The characters used must be UTF-8 supported

5. Only one translation is allowed per day

The translations are manually checked and added once a day. Duplicates are ignored

Languages already translated to:

English / Portugués

Your personal files have been encrypted. In order to decrypt them you'll have to pay %RANSOM% BTC

If the payment is not made until %LIMIT%, the cost for the private key will increase to %RANSOM_MULTIPLIED% BTC

JuicelT2025

=
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satanbdll23napl

User name
Balance
Malwares

Reports

SatanDemo
0.00000000 B
]

0

=

Hacking
tools &
malware

Cut 2FA

Loaaed in since 6:48:50 UTC

Infections Paid

Messages Translations

JuicelT2025 Data’3



What can

you do to
protect your
organisation ?

®

o) (@ () (@

Extended Detection and Response T EDR/XDR }

Advanced Backup and RecoveryJ

Security Operations Centre - SOC ]

Micro Segmentation J




JuicelT2025

Stealer
Malware



=

Hacking
tools &
malware

Google

Sign in to Chrome

Sign in with your Google Account to get your
bookmarks, history, passwords, and other settings
on all your devices

Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

Create account m

JuicelT2025 Data’3
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80% / 1 Month
Telegram: https

AsukaStealer is a stealer with flexible settings and a web panel
Native styler written in C++. Does not depend on any additional libraries. All data is decrypted on the server.

(Standard config - the default configuration)

Functional:

Collects browser data [Cookies, Passwords, AccountsSync, Extensions] on Chromium (Edge, Google, OperaGX...) and Gecko (Firefox, Waterfox...) engines.
Collects Discord tokens.

Collects FileZilla sessions (FileGrabber|Standard config).

Collects Telegram sessions (ProcessGrabber|FileGrabber|Standard config).

JuicelT2025 Data’3
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Chraomium browsers [£1)

Gecko browsers (B)

File grabber (14)

Process grabber (3)

Extensions (71)

Loader (O]

Discord (3)

Marme

OperaGX

Battle.net

Chramiurm

Googla

GoogleBs

Opera

ChromiumPlus

Iricium

TStar

CentBrowser

Chedot

Wivaldi

Kometa

=]

Hacking
tools &
malware

Bath
Path
WUSERPROFILEW/AppData/Roaming/Opera Software/Opera GX Stable
HUSERPROFILEM/AppData/Local/Battle net/BrowserCaches
#USERPROFILEW/AppDataflocal/Chramium/User Data
#USERPROFILE¥/AppData/Local/CooglefChrome/User Data
WUSERPROFILEWMppData/Local/Google(xB6)/Chrame/Usar Data
HUSERPROFILE¥/AppData/Roaming/Dpera Software/Opera Stable
WUSERPROFILE%/AppDatafLocal/MapleStudis/ChromePlus/User Data
HLUSERPROFILE%/AppData/Localfiridium/User Data
WUSERPROFILER/AppDatafl ocalf7Stan7Star/User Data
#USERPROFILEW/MppData/Local/CentBrowser/User Data
HLUSERPROFILEW/AppDatafLocal/Chedat/User Data
WUSERPROFILE®/AppDatafLocalVivaldi/User Data

%#USERPROFILE%/AppData/Local/Kometa/User Data

JuicelT2025
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Passwords: Total logs: Cookies: Cards:
9.7K 78 187K 20
2K per gay 2 per day IBK per daay |'per day




Security Awareness and EducationJ

What can
you do to
protect your
organisation?

Manage Sync Data J

Enterprise Password Management J

(@) (O ©) (@

Data Protection Policies and Solutions J




Forums

ires” data-metrics-action="click music features">

jata-metrics-action="click national">National</.></ .
3-metrics-action="click world">wWorld</a></ 1 >
* data-metrics-action="click politics">Politics« .
1 " data-metrics-action="click business">Busi S¢
1th/" data-metrics-action="click"health">Health«/
" data-metrics-action="click Science">Science

ology/" data-metrics-action="click technolog;."ﬂekhn;; y</ax</1i> Forums
eswitch/" data-metrics-action="click race & culture”>Race Culture</a></11>
s-submenu® data-metrics-hover="toggle arts drawer®>
arts & life">Arts &amp; Life</a>
cion="toggle arts drawer">Expand/collapse submenu for Arts & Life</ >

“ics-action="click books">Books</a></1i>

data-metrics-action="click movies">Movies</a></1i>
on/" data-metrics-action="click television">Television</a></1i>
lture/" data-metrics-action="click pop culture">Pop Culture</a></1i>
ata-metrics-action="click food">Food</a></1i>
S ign/" data-metrics-action="click art & design">Art &amp; Design</a> </1i>
ns/performing-arts/" data-metrics-action="click performing arts">Performing Arts</a></1i>

_ike Mdata-metrics-hover="toggle music drawer">
actfgg:'c-
ubmeny® d music drawer”>Expand/collapse submenu for Music</
data-metrics-9etions tiny desk™>
- N
-actions"click all sengs Considered">.,
e

ta-metrics-action="click new music®™>

-2019" data-metrics-a

JuicelT2025



FEED MEMBERS ~ FAQ ADS MANAGER ~ ESCROW ~ DEPOSIT

gn guests! You have come to visit us. Respect the place you came to. Follow our rules. Don't be impudent, we're not happy about that. We don't need users who break our rules.

Mokynaro aocTynsl
O6pabotka SEED ¢pas, noroe u Privat key

AudiA6: Mukcep + OBmeHHUK

§ New posts

( XSS.is (ex DaMaGelaB)
Mbl-OHNANH

%ﬁ [ // XSSware] - KoHkypc npoekTtos. Mpusosbie 20.000$

C NOMOLWBHD 3KC

UNDERGROUND

,\
[
X
N &
-~

n
o 3

©° SUPPORT

|F15] YasBumoct web-npunoxkenuii

oo .
o-a YasBumocTu cetei

usb double attack hak5

)\ Ataku Ha 6ecnpoBOAHbIE CeTU
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& HOME ~ w7 WHAT'S NEW 528 MEMBERS ~

Hello

+ LINK DIRECTORY

+ TG CHANNEL LEAKS + MEMBERSHIP

Forums

Let's emphasize the most important rules of this community, advertising is forbidden, data related to Russia is forbidden, and we do not and will not have a trading platform.
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Stolen
data &
credentials

Entertainment Services Personal Information

Hacked entertainment services 03 — 04 A Basic personal data (names, addresses): A$7 to A$22
(Netflix, Spotify): $10 to $40 A Full identity profiles ("Fullz"): A$30 to A$150
A An individual's complete stolen data set: Estimated
average value of A$4,335

The cost of

Comol Me:|cal Dalaoo 02 your stolen 05 Financial Data
omplete patient profiles: Up to $500+
Individual medical records: $60-$250 data and A Australian credit card details: A$9.82
per record : on average
Cl‘edentlals A Online banking logins: A$52 to A$97
Government Documents 01 —_____—~ 06 social Media
A Australian passports: A$32 for digital scans, A LinkedIn: A$69 A Discord: A$23
around A$2,300 for counterfeit physical passports A (most expensive) ﬁ Twitter: A$15 or less
A Driver's |icenses: A$72 FaCEbOOk A$23 T|kTOk A$15 or IeSS
A Instagram: A$23 A Pinterest: A$15 or less
A Snapchat: A$23 A Reddit: A$9 (cheapest)
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