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Prediction 1

Prediction 2

The result?

Al will continue to be adopted and grow at exponential rate for the next 20 years

Al cannot be developed and deployed without defence and protection

Securing Al is becoming a foundational security control in any enterprise security program
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What’s the risk?

User

Application

Model

Data

Infrastructure

AI Application New Risk Vector

Business & reputational harm

Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance

AI Applications can be non-deterministic
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Using AI Apps Developing AI Apps
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Enterprise adoption of AI is faster than that 
of the cloud.

By 2026, more than 80% of enterprises will 
have used generative APIs or deployed 
generative AI applications.1

But only 3 out of 10 companies have 
comprehensive AI policies and protocols.2

The Proliferation of AI Applications

1. Gartner 
2. 2024 Cisco AI Readiness Index survey
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Introducing risks as they build new AI apps

Every app is an 

AI App

Security teams 

lack visibility

Developing AI Apps
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The New AI Risk Landscape
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How are enterprises using AI applications?

Vector DB

App Data Public Data OSS Model

Trained Model

Production-Ready Model
User

Application

Context

Response
Query

Production

Development
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Decision 1: What is our AI use case?

Code generation, enterprise search, customer 
support, agentic assistant, automation, etc.

Decision 2: How are we developing our model?

Develop in-house: Entirely custom, but expensive and 
intensive (Less common)

Use a foundation model: Can be built upon cheaper 
and faster (More common)

How are enterprises using AI applications?

Decision 3: How are we customising our model?

• Retrieval-augmented generation (RAG): 51%1

• Prompt engineering: 16%1

• Fine tuning: 9%1

Decision 4: How are we using third-party AI 
tools?

• What applications are sanctioned and 
unsanctioned?

• Have all AI tools undergone security review?

1. Menlo Ventures: The State of Generative AI in the Enterprise 2024
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How are enterprises using AI applications?

Vector DB

App Data Public Data OSS Model

Trained Model

Production-Ready Model
User

Application

Context

Response
Query

Production

Development

Exfiltration

Denial of Service

Privacy Attacks

Cost Harvesting

Toxicity

Indirect Injection

Prompt Injection

Data Extraction

Misalignment

Hallucinations

Data Poisoning

Indirect Injection

Factual Inconsistency

Model Backdoor

Security Risks

Safety Risks
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Decision 1: What is our AI use case?

Risks: Depending on use case, AI application can be 
exposed to external adversaries and insider threats

Decision 2: How are we developing our model?

Risks: Open-source models, third-party datasets, and 
other components can be compromised

Risk Across the AI Lifecycle

Decision 3: How are we customising our model?

• Risks: Sensitive data used to customize AI 
applications becomes susceptible to data 
extraction

Decision 4: How are we using third-party AI 
tools?

• Risks: Employees expose sensitive data by sharing 
it with unsanctioned AI tools
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Consequences of Unmanaged AI Risk

Financial Damage Litigation Risk Reputational Damage Compliance Risk Security Risk IP Leakage
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Emerging Regulation

EU AI Act 2024 mandates that 
generative AI systems undergo 
external audits throughout their 
lifecycle

Assess performance, predictability, 
interpretability, safety, and 
cybersecurity compliance

Additionally, companies must 
implement state-of-the-art safeguards 
against generating harmful or 
misleading content
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New Standards for AI Security

LLM01 Prompt Injection Reconnaissance

Resource Development

Privilege Escalation

Initial Access

ML Model Access

Execution

Persistence

Impact

Exfiltration

ML Attack Staging

Collection

Discovery

Credential Access

Defense Evasion

LLM02 Sensitive Information 
Disclosure

LLM03 Supply Chain

LLM04 Model Denial 
 of Service

LLM05 Improper Output 
Handling

LLM06 Excessive Agency

LLM07 System Prompt 
Leakage

LLM08 Vector and Embedding 
Weaknesses

LLM09 Misinformation

LLM10 Unbounded 
Consumption



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved. Cisco Confide ntia l. Cisco Security    |    16

Cisco Confidential

© 2 025   Cisco and/or its affi liate s. All ri ghts  re se rved.   Cisco Confidential Cisco Security    |    16

Cisco AI Defence
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Safely enable generative AI across your organization

Cisco AI Defense

AI Security JourneyAI Security Journey

Discovery
Uncover shadow 

AI workloads, apps, 
models, and data.

Detection
Test for AI risk,

vulnerabilities, and
adversarial attacks

Protection
Place guardrails and 

access policies to secure 
data and defend against runtime 

threats.
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The AI Defense Solution

End User

Model
Providers

Custom
AI Apps

Connected
Data Sources

Cisco AI Defense

AI Cloud Visibility

AI Model & Application Validation

AI Runtime Protection

Cisco AI Threat Research Labs

Employee

Third-party
Apps

CopilotSHADOW
AI

AI Access

AI 
APPL ICATION  

SE CURIT Y
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The AI Defense Solution

Cisco AI Threat Research Labs

Cisco AI DefenseCisco 
Security Cloud 

Enforcement Points

Firewall

Hypershield

Multicloud Defense

Secure Access

End User

Employee

Model
Providers

Custom
AI Apps

Connected
Data Sources

AI 
APPL ICATION  

SE CURIT Y

AI Cloud Visibility

AI Model & Application Validation

AI Runtime Protection

Third-party
Apps

CopilotSHADOW
AI

AI Access
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Security for AI | Building AI Apps

Visibility: AI Cloud Visibility

• Automatically uncover AI assets, 
spanning on-prem, cloud, and SaaS

• Understand usage context of 
connected data sources

• Show controls around the models to 
gauge exposure
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Security for AI | Building AI Apps

Detection: AI Model & Application Validation

• Uncover supply chain risk in open-
source models by scanning file 
components for malicious code, 
poisoned training data, and more

• Find vulnerabilities in models and 
applications through automated, 
algorithmic AI Redteaming

• Create model-specific guardrails to 
“patch” weaknesses and better 
protect runtime apps
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Security for AI | Building AI Apps

Detection: AI Validation for Models

45+ prompt injection 
attack techniques

• Jailbreaking

• Role playing

• Instruction override

• Base64 encoding 
attack

• Style injection

• Etc.

30+ data privacy 
categories

• PII

• PHI

• PCI

• Privacy infringement

• Etc.

20+ information 
security categories

• Data extraction

• Model information 
leakage

• Etc.

50+ safety categories

• Toxicity

• Hate speech

• Profanity

• Sexual content

• Malicious use

• Criminal activity

• Etc.

60+ supply chain 
vulnerabilities

• Pseudo-terminal

• SSH backdoors

• Unauthorized OS 
interaction

• Etc.

Automatically evaluate AI models for 200+ security & safety categories to enroll optimal runtime 
protection
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Security for AI | Building AI Apps

Protection

Secure sensitive data with guardrails

Defend against threats like prompt 
injections and DoS 

Set access polices to apps and data

Comply with regulations, 
frameworks, and standards
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Security for AI | Building AI Apps

Protection: AI Runtime Protection - Guardrails
Protect runtime use of AI by examining prompts and responses to protect against harm

• Apply guardrails that intercept and evaluate 
prompts and responses

• Block malicious prompts before they can do 
damage to your model

• Ensure model outputs are absent of sensitive 
information, hallucinations from company data, or 
otherwise harmful content

• Detections powered by proprietary AI models and 
training data
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Security for AI | Building AI Apps

Guardrail Categories

Map guardrails to standards 
and frameworks like:

Security

• Prompt Injection

• Denial of service

• Cybersecurity and hacking

• Code presence

• Adversarial content

• Malicious URL

Privacy

• IP Theft

• PII

• PCI

• PHI

• Source code

Safety

• Financial harm

• User harm

• Societal harm

• Reputational harm

• Toxic content

Relevancy

• Content moderation

• Hallucination

• Off-topic content

Guardrails can be modified to fit 
industry, use case, or preferences
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Security for AI

Using AI Apps
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Security for AI | Accessing AI Apps

AI Access: Third—Party AI App Security

Discovery
Find use of shadow AI apps 

across organization 

Detection
Assess risk of third-party apps and 

get context around devices, 

location, network, and more

Protection

Control access and protect 

prompts and answers from 

exposing sensitive data and 

propagating threats, using best-

in-class ML models
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Security for AI | Accessing AI Apps

Secure Access: New DLP Policy

• Adds to the traditional DLP 
capabilities.   

• Uses predictive classifier 
model to detect “intent” in 
prompts vs regex type 
patterns

• Example: “please generate a 
table with all emails from 
the attached database”



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved. Cisco Confide ntia l. Cisco Security    |    29

Cisco Confidential

© 2 025   Cisco and/or its affi liate s. All ri ghts  re se rved.   Cisco Confidential Cisco Security    |    29

Security for AI

Cisco AI Threat Research
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Telemetry

Platform
AI-native security | Kernel-level enforcement (built on Isovalent) | Self-qualifying updates

Future services
Distributed Exploit 

Protection
Autonomous 
Segmentation

Cloud management (Cisco Security Cloud Control)

Cisco Hypershield

Public Cloud        Private Cloud

Workload and network enforcement points

Virtual machines Kubernetes Bare metal

L4 Zone 
Segmentation 
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End system enforcer
(Tesseract Security Agent)

• Linux workload

• Kubernetes node

• Windows Server

Manage globally, enforce locally

Natural Language 
Interface

Cisco Security Cloud 
Control

+

Multi-domain

Includes

Unified management

Single global policy

Intelligent placement of 
shields

Integrations with 
cloud/app/infra metadata

Environments

Kubernetes

Cloud – Private/Public

On-prem

Public Cloud Private Cloud

Network-based 
enforcer

• VM (virtual machine) appliance

• Cisco N9300 Series 
   Smart Switches
• Server DPU NIC

Library of enforcement points

CY25H1
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Security Cloud Control unifies security management

• Centralise control of 
solutions and policies

• Experience faster 
set-up and provisioning

• Support hybrid 
and multicloud 
environments 

• Leverage AI to strengthen 
protection and prevent 
downtime

ApplicationsDevicesUsers Network

Cisco Security Cloud Control

Hypershield
Virtual FirewallPhysical 

Firewall
Multicloud 

Defense

XDR ISE
Identity 

Intelligence

Secure 
Workload

Secure Access
AI Defense

Catalyst 
SDWAN

Meraki
Email Threat 

Defense

Secure Endpoint
ThousandEyes
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Security Cloud Control

Implement intent-based policy that is 
easy to manage across enforcement 
points.

Unified policy Intelligent placement Centralized management
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Tesseract Security Agent

eBPF eBPFeBPF

System Calls

Namespaces

VFS

P R O C E S S  I D
B E H A V I O R S

TCP/IP

Storage

Network

Tesseract Security Agent

eBPF

Host

Deep visibility and enforcement in the workload 
built on Isovalent Tetragon
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Improve security posture with self-qualifying firmware and 
policy updates

Note: Images are not an exact product UI representation

Review
AI system evaluates change. Admin 

controls promotion

Test
Using a digital twin, firmware and 

policy changes are validated 

against customer environment

Deploy
Hitless deployment with single 
click, enabling teams to move 

fast with confidence

The application affected by these changes is the Finance app.

The app owner’s approval is needed due to the high risk of the affected application.

Drew has been identified as the app owner of Finance app.

1) Technical design AI-approved

2) Security review AI-approved

3) Change request AI-approved

4) Business approval 
Approval 

needed

Hypershield

Application 

behavior

Policy update/ 

firmware 

upgrade test
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Cisco Hypershield use cases

• Deep understanding 

of app behavior

• Comprehensive inputs

for policy creation

• Constantly adapting to  

changing apps

Autonomous
Segmentation

L4 Zone 
Segmentation

• Within and across data centers, 

cloud edge and 

top-of-rack

• Consistent policy enforcement 

• Simplified architecture 

and lower costs

Distributed 
Exploit Protection

• Mitigate known and 

unknown vulnerabilities

• Surgical mitigating controls

• Protection within minutes, while 

app keeps running
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Primary Data Plane

DEPLOYED POLICY

Shadow Data Plane

POLICY  GROUP A

Simplified architecture, high-performance 

stateful segmentation, lower costs, & 

scalable security

Changes tested against live 

production traffic to earn trust, 

deploy with confidence 

Secure the data center with a 
simplified, easy to scale architecture

Consistent & intelligently placed policies 

across all enforcement points, from data 

centers to public cloud workloads 

U S E  C A S E  –  L 4  Z O N E  S E G M E N T A T I O N

Note: Images are not an exact product UI representation

Just 2x N9324C

2x firewalls

+4x switches

Private Cloud

Datacenter    Public Cloud

Cisco
Smart 

Switches

Database
Server

Web App
Server

Router

Security Cloud 
Control 

Hypershield

Security Cloud 
Control 

Hypershield
Permit web app frontend can 

access database
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dockerd

containerd Containerd-shim 
runc-v2

runc host_ns:/
Distributed 

Exploit Shield  
recommended

 to deploy

95%
Passed

Confidence Score

100%
Passed

Effectiveness Score

65% | 20,123 Assets

60,234 vulnerable assets

High risk assets Severe risk assets Medium risk assets

Close the exploit gap against growing 
vulnerabilities with automated workflows

Complete view of the 

vulnerabilities, prioritized by severity 

and critical business flows

Tested against live production 

traffic to earn trust and increase 

confidence 

Surgical mitigating control in the 

path of the process that keeps 

application running

runc. 1.1.11 vulnerability

High Priority

16,234 vulnerable assets

U S E  C A S E  –  D I S T R I B U T E D  E X P L O I T  P R O T E C T I O N

Note: Images are not an exact product UI representation
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Reduced
outage
downtime

Accelerated
security
protection

Higher 
security
efficacy

Lower
barrier to
expertise

Hypershield helps deliver business outcomes
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The Cisco Advantage

AI Model & App 
Validation
Algorithmic AI red-teaming

• Automated assessment of safety and 

security vulnerabilities 

• AI readiness guides bespoke guardrail 

and enforcement policy

• Automatic integration into 

CI/CD workflows for seamless, 

continuous testing

2

Platform
Advantage
Security at the network layer

• Network-level data insights provide 

full visibility into AI traffic and 

associated risks

• Integration with Cisco 

product suite

• Enforce policies across and within 

clouds and datacenters

1

Proprietary Model & 
Data
Purpose-built for AI security

• Team pioneered breakthroughs from 

algorithmic jailbreaking to the 

industry’s first AI Firewall

• Contribute to (and align with) 

standards from NIST, MITRE, and 

OWASP

• Leverage threat intelligence data 

from Cisco Talos

3
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Thank you 
for 
attending 
our session 

Visit our stand for expert 
advice and live 
demonstrations, 
including:

1. Cisco Hypershield: Reimagining 
Security for the AI Era

2. Cisco Nexus Hyperfabric: A 
New Data Centre Experience

3. Webex Meetings, Microsoft 
Teams Meetings, Smart 
Workplace and Cisco Video 
Devices
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