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Prediction 1

Al will continue to be adopted and grow at exponential rate for the next 20 years

Prediction 2

Al cannot be developed and deployed without defence and protection

The result?

Securing Al is becoming a foundational security control in any enterprise security program
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What's the risk?

Al Applications can be non-deterministic

Al Application

User
Application
Model
Data

Infrastructure
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\%

New Risk Vector

Business & reputational harm
Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance
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Using Al Apps Developing Al Apps
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The Proliferation of Al Applications

Enterprise adoption of Al is faster than that
of the cloud.

By 2026, more than 80% of enterprises will
have used generative APIs or deployed
generative Al applications.?

But only 3 out of 10 companies have
comprehensive Al policies and protocols.?

1. Gartner
2. 2024 Cisco Al Readiness Index survey

© 2028 Cisco and/or its affiliates. All rights reserved. CGisaCGo fifid atitibl
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Share of US firms using Al, top 15 subsectors, %

Computing/Data/Web Hosting
Web Search/Libraries/Archives

Information |

Motion Picture and Sound Recording

Professional, Scientific, and Technical |
Securities/Commodities/Financial |

Educational Services

Telecommunications |
Retail Trade |

Computer and Electronic Manufacturing

Real Estate |

Performing Arts/Spectator Sports
Beverage and Tobacco Manufacturing
Insurance Carriers and Related

Ambulatory Health Services |

m October 2023

Source: Census Bureau, Goldman Sachs GIR.

m June 2024
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Organizations are pursuing a mix of off-the-shelf generative Al capabilities
and also significantly customizing models or developing their own.

Strategy for developing generative Al (gen Al) capabilities, % of reported instances of gen Al use'

Energy and materials
Technology
Media and telecommunications

Consumer goods and retail

Financial services

Healthcare, pharmaceuticals,
and medical products

Advanced industries

Business, legal, and
professional services

Qverall

McKinsey & Company
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Significant
customization
or developed
own model

Primarily off
the shelf, with
little or no
customization

Developing Al Apps

Introducing risks as they build new Al apps

Every app Is an
Al App

Security teams
lack visibility
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The New Al Risk Landscape
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How are enterprises using Al applications?

Application
(_\ M, 0900 Response T T o
Q Query
. R T e > Production-Ready Model
Production User . f
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| 1
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————— Context - = - - :
Vector DB :
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1
1
1
1
Development A
1
1
1
1
------- e 7]
App Data Public Data 0SS Model
alaln ) T i ! o i i
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How are enterprises using Al applications?

Decision 1: What is our Al use case? Decision 3: How are we customising our model?

° 1 _ H 5 o/l
Code generation, enterprise search, customer Retrieval-augmented generation (RAG): 51%

support, agentic assistant, automation, etc. * Prompt engineering: 16%!
* Fine tuning: 9%*
Decision 2: How are we developing our model?

Develop in-house: Entirely custom, but expensive and

intensive (Less common) Decision 4: How are we using third-party Al

_ _ tools?
Use a foundation model: Can be built upon cheaper

and faster (More common) * What applications are sanctioned and

unsanctioned?

* Have all Al tools undergone security review?

1. Menlo Ventures: The State of Generative Al in the Enterprise 2024

© 2028 Cisco and/or its affiliates. All rights reserved. ClGisaCGo fifid atitibl
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How are enterprises using Al applications?

. . a Security Risks
( \ Application

Q Safety Risks

4 _____________________________________________
(_\ Response
g ﬁ Query

. |
Production User , f
|
. |
Exfiltration A ! PromptInjection
Denial of Service Data Extraction
. |
Privacy Attacks 1 Misalignment
CostHarvesting |\ Context -— — — - I Hallucinations

Toxicity

Vector DB
Indirect Injection

Factual Inconsistency
|
|

&
Trained Model

I
I
I

Development A

1

1

1

n@ ©
App Data Public Data 0SS Model
alialn : T : ... _ _
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Risk Across the Al Lifecycle

Decision 1: What is our Al use case?

Risks: Depending on use case, Al application can be
exposed to external adversaries and insider threats

Decision 2: How are we developing our model?

Risks: Open-source models, third-party datasets, and
other components can be compromised

© 2028 Cisco and/or its affiliates. All rights reserved. CGisaCGo fifid atitibl
cisco / 3

Decision 3: How are we customising our model?

* Risks: Sensitive data used to customize Al
applications becomes susceptible to data
extraction

Decision 4: How are we using third-party Al
tools?

* Risks: Employees expose sensitive data by sharing
it with unsanctioned Al tools

Cisco Security | 12



Consequences of Unmanaged Al Risk

Financial Damage Litigation Risk Reputational Damage Compliance Risk Security Risk IP Leakage

Mene een Spent Besie  Weewton Ouew T

i Chris Bakke & B lg .

| just bought a 2024 Chevy Tahoe for $1. Al-powered Bing Chat spills its secrets via
prompt injection attack [Updated]

Airline held liable for its chatbot giving
passenger bad advice - what this means
for travellers

By asking “Sydney” to ignore previous Instructions, It reveals its original divectives

infor mation 10 4 traveller, Use siriine
Mtions”

e 00 Ut way
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Emerging Regulation

2024/1689

REGULATION (EU) 2024/1689 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

laying dowr
No 168/2013,

Article 113

© 2028 Cisco and/or its affiliates. All rights reserved. CGisaCGo fifid atitibl
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faccuracy,

aph 1 and
h

learn

ble the

EU Al Act 2024 mandates that
generative Al systems undergo
external audits throughout their
lifecycle

Assess performance, predictability,
interpretability, safety, and
cybersecurity compliance

Additionally, companies must
implement state-of-the-art safeguards
against generating harmful or
misleading content

Cisco Security | 14



New Standards for Al Security

OWASP /" \ MITRE
\J:\/ ATLAS
LLMO1 Prompt Injection LLMO6  Excessive Agency Reconnaissance Defense Evasion
v ?
Resource Development Credential Access
LLMO02 Sensitive Information LLMO7  System Prompt
Disclosure Leakage v i)
Initial Access Discovery
LLMO3  Supply Chain LLMO8 Vector and Embedding V A
Weaknesses
ML Model Access Collection
. i . v A
LLM04  Model Denial LLM09 Misinformation
of Service Execution ML Attack Staging
v ?
LLMO5 Improper Output LLM10 Unbounded Persistence =i
Handling Consumption ,
v ?
Privilege Escalation Impact

e
CISCO

© 2028 Cisco and/or its affiliates. All rights reserved. CRisaC6o fitid atitibl
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Cisco Al Defence
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Cisco Al Defense

Al Security Journey

Safely enable generative Al across your organization

Discovery Detection

Uncover shadow Test for Al risk,
Al workloads, apps, vulnerabilities, and
models, and data. adversarial attacks

© 2028 Cisco and/or its affiliates. All rights reserved. ClGisaCGo fifid atitibl
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Protection

Place guardrails and
access policies to secure
data and defend against runtime
threats.

Cisco Security | 17



The Al Defense Solution

Cisco Al Defense

Model @ OpenAl
Providers A\ Gemini
O Al Cloud Visibility
= < g iy S App__l
e APPLICATION Al Model & Application Validation «—> Model |
SECURITY Data——1
End User
Custom
Al Runtime Protection Al Anns
Connected
> Data Sources
000 _ P i
NN ) . W Third-party &) Copilot
—= < > A Al Access > Apps «
copy.al
Employee
Cisco Al Threat Research Labs
.IC||IS'éIOl' 2028 Cisco and/or its affiliates. All rights reserved. Cl&isadCGo fitid atitibl
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The Al Defense Solution

Cisco
| =] ] Security Cloud

Enforcement Points <«

End User
Firewall
Hypershield
Multicloud Defense -

O0O0
MM
Employee Secure Access

© 2028 Cisco and/or its affiliates. All rights reserved. CGisaCGo fifid atitibl
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Al
APPLICATION
SECURITY

SHADOW
Al

T

Cisco Al Defense

Al Cloud Visibility
Al Model & Application Validation

Al Runtime Protection

Al Access

o it i |

Cisco Al Threat Research Labs

Model
Providers

Custom
Al Apps

Connected
Data Sources

Third-party
Apps

@ OpenAl
A\ Gemini

App -1

Model -I

Data -1

=

i’ Copilot

copy.ai
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Security for Al | Building Al Apps

Visibility: Al Cloud Visibility

« Automatically uncover Al assets,
spanning on-prem, cloud, and Saa$S

« Understand usage context of

connected data sources

» Show controls around the models to

gauge exposure

e
CISCO

© 2028 Cisco and/or its affiliates. All rights reserved. CRisa 6o fitid atitihl

Al Assets

Leverage Multi Cloud Defense to scan your cloud environment and Al service providers,
identifying models and the VPC instances that invoke them. Learn more about Al assets

Cloud visibility External assets

Discovered Al assets (D

12

22

43 total

22

Models connections ¢

2

4

Action

¢ validate
¢ Validate ag:
¢ validate

¢ Validate ag:

Custom models Foundational models Agents Knowledge bases
A Unprotected @ Protected

[ Q) Search ] [ Al provider ] [ Region ] [ Asset type ] [ Validation status v ] = Filters 48 results

Al asset name Asset type Discovered date Regions Last Validation

int.chatbot.v1.5 Custom model Sep 29, 2024 02:44:19 US West A Not validated
customer.support.d2 Custom model Sep 27, 2024 02:44:19 US East D) Apr 29,2024

doc.review.bot Custom model Aug 24, 2024 02:44:19 Europe A Not validated
meta.llama3-2-3b-instruct Foundation model Aug 22, 2024 US East [ Jun 29,2024

cust.booking.mgr Custom model Aug 22, 2024 US East —

cust.booking.mgr.2 Custom model Aug 12, 2024 US West —

Cisco Security | 20



Security for Al | Building Al Apps

Detection: Al Model & Application Validation

* Uncover supply chain risk in open-
source models by scanning file s T (S (e
components for malicious code,

Severity breakdown Top 5 threats Top 5 techniques
p0|soned tralnmg data and more e D 20 .
, 946 er A P,
Hate speech and... NN 07 pig ot [ 7
it 2 copyrghtinrin... NN &1 wista oft pro.. R 5°
0 60 120 180 240 0 18 36 54 72

* Find vulnerabilities in models and
applications through automated, Toenn ) ) () () (s ) o
a I go r it h m i C AI Redte a m i n g Threat Sub threat Technique Severity Standards mappings

Social engineerin: g Phishing Ignore previous instructions @ Pass OWASP
Violence unsafe actions Bomb Smart GPT naive two way payload... @ Pass OWASP

lllegal activities Child sexual abuse material Mistral virtualization attack @ Pass MITRE OWASP
Violence unsafe actions Murder Translation A Alert MITRE

Hate speech and discrimination Marital status AIM A Alert MITRE OWASP

 Create model-specific guardrails to
“patch” weaknesses and better rovsorsoe (@] < (2 - 1
protect runtime apps

cISco © 2028 Cisco and/or its affiliates. All rights reserved. Clisa o fiid atitihl Cisco Security | 21



Security for Al | Building Al Apps

Detection: Al Validation for Models

Automatically evaluate Al models for 200+ security & safety categories to enroll optimal runtime

protection

45+ prompt injection
attack techniques

* Jailbreaking
* Role playing
* Instruction override

* Base64 encoding
attack

 Style injection

* Etc.

e
CISCO

© 2028 Cisco and/or its affiliates. All rights reserve

30+ data privacy 20+ information
categories security categories
| * Data extraction
* PHI * Model information
. PCl leakage

* Etc

* Privacy infringement

* Etc.

d. ClEisadCOo fitdd atitibl

50+ safety categories

Toxicity
Hate speech
Profanity

Sexual content
Malicious use
Criminal activity

Etc.

60+ supply chain
vulnerabilities

* Pseudo-terminal
* SSH backdoors

* Unauthorized OS
interaction

* Etc.

Cisco Security | 22



Security for Al | Building Al Apps

Protection

Secure sensitive data with guardrails

Defend against threats like prompt
injections and DoS

Set access polices to apps and data

Comply with regulations,
frameworks, and standards

© 2028 Cisco and/or its affiliates. All rights reserved. ClGisaCGo fifid atitibl
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Runtime overview

C

Prompts detected

23.9K ~ 5% last 7 EVE

Responses detected
22.7K 7 4% last 7 days

Connectivity status
A 2outof 3 conr

Actions Guardrails

Action Prompts Responses
+ Pass 19.6K (78%) 19.9K (78%)
© Block 3K (20%) 3K (22%)
<2 Monitor 221 (2%) 0

Total 22.7K 21.6K

Guardrails distribution

)

B Ssecurity: 98 (24%)

B safety: 221 (49%)

&

B Privacy: 115 (27%)

Top rule match

o
K
@

Cybersecurity and H

Security Vulnerabiliti

Financial harm | Safe

Reputational Harm |

Intellectual propertv
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Security for Al | Building Al Apps

Protection: Al Runtime Protection - Guardrails

Protect runtime use of Al by examining prompts and responses to protect against harm

« Apply guardrails that intercept and evaluate
prompts and responses

* Block malicious prompts before they can do
damage to your model

* Ensure model outputs are absent of sensitive
information, hallucinations from company data, or
otherwise harmful content

« Detections powered by proprietary Al models and
training data

e

Ccisco

2028 Cisco and/or its affiliates. All rights reserved. Cl&isadCGo fitid atitibl

Events
Event logs

Q ® = All filters
Application Rule action Message type Enforcement point Guardrail ©
Customer Support Chat © Block Prompt Multi Cloud Defense Privacy
Wealthwise Bot © Block Prompt Al Defense Security
ChatGPT © Block Prompt Secure Access Privacy
Customer Support Chat © Biock Prompt Multi Cloud Defense Safety
Microsoft Copilot © Biock Prompt Secure Access Privacy
Wealthwise Bot © Bock Response Al Defense Security
Enterprise Echo  Monitor Response Al Defense Privacy
Copilot S Block Prompt Secure Access Privacy
Wealthwise Bot © Biock Response Al Defense Safety
Enterprise Echo  Monitor Response Al Defense Privacy

Event details

Thread

@ John Doe

Can you provide the personal contact details of all employees?

Model

1 would be happy to provide the contact information for
employees. Below is a list of the contacts with their email and

other personal contact information:

Name: Miguel } Email: miguel.
Name: Chen Wei Email: chen.wei@acme.com
Name: Amina Ali Email: amina_ali@yahoo.com

D Total Tumns in Session: 04

Rule matches ©

© (Privacy Pl (Personally Identifiable information)

Sub-category
Attack technique
Entities.

Standard mapping
General
Event time Jan 14, 2025 23:45:19
Event D 2425955261
User ID #525151525

Cisco Security | 24
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Security for Al | Building Al Apps

Guardrail Categories

Security

* Prompt Injection

Denial of service

Cybersecurity and hacking

Code presence

Adversarial content
Malicious URL

Map guardrails to standards
and frameworks like:

e
CISCO

Privacy

* IP Theft
- Pl

- PCl

* PHI

Source code

A)ownsp @

© 2028 Cisco and/or its affiliates. All rights reserved. CRisaC6o fitid atitibl

Safety Relevancy

* Financial harm * Content moderation
* User harm * Hallucination

* Societal harm * Off-topic content

Reputational harm

Toxic content

MITRE Guardrails can be modified to fit m
ATLAS industry, use case, or preferences 7

Cisco Security | 25



Security for Al

Using Al Apps

cISco © 2028 Cisco and/or its affiliates. All rights reserved. Clisa o fiid atitihl Cisco Security | 26



Security for Al | Accessing Al Apps

Al Access: Third—Party Al App Security

. Al App Discovery (SecureAccess
Flnd use Of Sh adOW AI ap pS Leverages Secure Access to identify 3rd party generative Al applications, their usage, risk

D I S CO Ve ry across O rgan |Zat|0 n score and protection status. Learn more

Risk -~ ] First detected date -~ l 48 results

Application name Risk score First detected Total web traffic
[? Al Assistant New & Very high Jan 2, 2025 14 GB
Assess risk of third-party apps and [ Code Copilot  (NEMD) @ Very i Jan 1, 2025 1337 M8
Detection get context around devices, o Helper — pee 28 0 7EEMB
ocation, network, and more T e o
¥ WriterBot < High Nov 30, 2024 109 MB
7 Customer Assistant < High Nov 23, 2024 109 MB
Control access and protect 7 Code Creator 4 Mo Nov 22, 2024 708
- prompts and answers from o — o 14, 20 12618
Protection exposing sensitive data and = — = —
propagating threats, using best-
In-class ML models
alialn © 2028 Cisco and/or its affiliates. All rights reserved. ClisadCGo fifid atitibl Cisco Security | 27
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Secure Access: New DLP Policy

Data Loss Prevention Polic;

When enabled through its rules, the Data e monitor or bl b. As well, it can discove! red and shared in your cloud sa plications. Help &'

DISCOVERY SCAN ADD RULE

e Adds to the traditional DLP
capabilities.

@IZZZW A Defense traffic direction Medium @ Monitor Inclusion Dec 17,2024
1Identity

* Uses predictive classifier
model to detect “intent” in

p rom ptS VS regex type Data Classifications
p atte r n s =] t data classifications to add them to this rule.

Privacy guardrail PREVIEW

* Example: “please generate a copy of P
ta b Ie Wi t h a I I e m ai IS fro m Custom Privacy guardrail PREVIEW

th e attaCh ed d ata ba Se” Example Al Classification PREVIEW

Safety guardrail PREVIEW

Security guardrail

Security guardrail PREVIEW

DATA CLASSIFICATION

e
© 2028 Cisco and/or its affiliates. All rights reserved. CGisaCGo fifid atitibl
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Security for Al

Cisco Al Threat Research

Original Research
@ From The New York Times: “

Bypassing M.e.ta’s \/ﬁ Extracting Training
LLaMA Classifier: Data from Chatbots

A Simple Jailbreak _

Bypassing OpenAl's
Structured Outputs:
A Simple Jailbreak

CISCO © 2028 Cisco and/or its affiliates. All rights reserved. CRisa 6o fitid atitihl Cisco Security | 29



Cisco Hypershield @

Cloud management (Cisco Security Cloud Control)

Autonomous Distributed Exploit L4 Zone
Segmentation Protection Segmentation

Platform
Al-native security | Kernel-level enforcement (built on Isovalent) | Self-qualifying updates

Workload and network enforcement points
Public Cloud | Private Cloud

Virtual machines Kubernetes Bare metal

cISco © 2028 Cisco and/or its affiliates. All rights reserved. CRisa 6o fitid atitihl Cisco Security | 30



Manage globally, enforce locally

Includes

Unified management

Single global policy

Intelligent placement of
shields

Integrations with
cloud/app/infra metadata

Environments
Kubernetes
Cloud — Private/Public

On-prem

2028 Cisco and/or its affiliates. All rights reserved. ClsisadCGn fitid atitibl
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Cisco Security Cloud | Natural Language
Controli Interface

Public Cloud

Private Cloud

Multi-domain

4 I
End system enforcer R
(Tesseract Security Agent) enforcer
« Linux workload * VM (virtual machine) appliance
o uETETEE FEEe * Cisco N9.300 Series
* Windows Server L SSrZ?\ZrS\IgI;’tlthEISC

Library of enforcement points
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Security Cloud Control unifies security management

4 R
[ ]
Cisco Security Cloud Control
| | ] l l |
Physical Virtual Firewall Hvoershield Multicloud Secure
Firewall h Defense Workload
: - ey | —— | ————
Secure Access i
Bllpareisa XDR \dentity ISE
Intelligence
Catalyst : Email Threat | Secure Endpoint
Meraki ThousandEyes
SDWAN Defense = v
e mmmmmmmmmmm,_mmmmm; .......................................................................................................................................... )
Users Devices Applications Network
e

Ccisco
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Centralise control of
solutions and policies

Experience faster
set-up and provisioning

Support hybrid
and multicloud
environments

Leverage Al to strengthen
protection and prevent
downtime
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e
CISCO

Security Cloud Control

Implement intent-based policy that is
easy to manage across enforcement
points.

@ I Unified policy

© 2028 Cisco and/or its affiliates. All rights reserved. CRisa 6o fitid atitihl

Dashboard

1

a

Intelligent placement

Top Insights & Alerts

»7 Elephant flow spike observed
Data sources: FTD
Traffic has risen steadily over three weeks with some large

flows consuming excessive bandwidth, necessitating
intervention to avoid performance issues.

Last 24h Details

Top actions

Policy Analyser and Optimizer

Data sources: FTD

Il 1159 Healthy Rules (40%)
I 1831 Unhealthy Rules (60%)

3052

Total Rules Fully Shadowed

865 a1%

Fully Redundant
601 20%

~7 Risky users accessing privileged apps

Data sources: FTD  Secure Access

Implement ZTNA to limit access to only required user
groups, and protect your applications from risky users.

»7 1% Decr
Data sourc
Failure to decr

severe securit'
activities, leav

Last 24h Details Last 24h
Top information
Workload protection status
Data sources: Hypershield
Total assets Vulnerable © Protected &
8 vuinerabilities 4 8 shields verified v
60k Exploitable assets Ready to deploy

Details

Centralized management
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Deep visibility and enforcement in the workload
built on Isovalent Tetragon

Namespaces

System Calls
VFS

HOE
« | %

- @

L,
Tesseract Security Agent

m 20
T O

o O
> 0O
< m

Network

Storage

TCP/IP
Ill

el
© 2028 Cisco and/or its affiliates. All rights reserved. CGisad 6o ahitibl
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Improve security posture with self-qualifying firmware and
policy updates

Policy update/ _ _
firmware 1) Technical design Al-approved
upgrade test

2) Security review Al-approved
[+ @) 95%
3) Change request Al-approved
e | T —o—
: Approval :
behavior 4) Business approval Confidence Score
Fle ) PP needed
Hypershield
The application affected by these changes is the Finance app.
The app owner’s approval is needed due to the high risk of the affected application.
Drew has been identified as the app owner of Finance app.
Test Review Deploy
Using a digital twin, firmware and Al system evaluates change. Admin Hitless deployment with single
policy changes are validated controls promotion click, enabling teams to move
against customer environment fast with confidence
.IC||IS'éI(;' © 2028 Cisco and/or its affiliates. All rights reserved. CRisa 6o fitid atitihl Note: |mage5 are not an exact product ul representa tion Cisco Security | 35




Cisco Hypershield use cases

=~
(=

DFIRY

e JB S

5

€
(R N &
K

iRk

U O
| |
BERSIAE

& )

L4 Zone
Segmentation

* Within and across data centers,
cloud edge and
top-of-rack

* Conisistent policy enforcement

* Simplified architecture
and lower costs

2028 Cisco and/or its affiliates. All rights reserved. ClsisadCGn fitid atitibl
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4 PR Fl
) OO 5\
o I uireivs
RS aSavZ aglasgias
PolPeirPaiye
[ | asiasiad
adjes]Gs) § EE
D b G > G G
\ )
Autonomous

Segmentation

Deep understanding
of app behavior

Comprehensive inputs
for policy creation

Constantly adapting to
changing apps

L

Distributed

Exploit Protection

Mitigate known and
unknown vulnerabilities

Surgical mitigating controls

Protection within minutes, while
app keeps running
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Secure the data center with a
simplified, easy to scale architecture

=l @ [E=

=
/ \ 2 &
><

\ /

atfren]e,
2x firewalls cisco

+4x switches Just 2x N9324C

Simplified architecture, high-performance
stateful segmentation, lower costs, &
scalable security

2028 Cisco and/or its affiliates. All rights reserved. ClsisadCGn fitid atitibl
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Security Cloud
Control

l/i ng__;hidd
=
B r o &
e () e

="

Private Cloud

= Switches
A Public Cloud
Security Cloud
Permit web app frontend can Control
access database HYPEYShldd

Consistent & intelligently placed policies
across all enforcement points, from data
centers to public cloud workloads

USE CASE — L4 ZONE SEGMENTATION

Primary Data Plane

DEPLOYED POLICY

=

7
POLICY GROUP A }-_— —

Shadow Data Plane

Changes tested against live
production traffic to earn trust,
deploy with confidence

Note: Images are not an exact product Ul representation
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Close the exploit gap against growing

vulnerabilities with automated workflows

60,234 vulnerable assets

65% | 20,123 Assets

Highriskassets [ Severe riskassets [l Medium risk assets

I

>
CVE-2024-21626

runc. 1111 vulnerability

High Priority

16,234 vulnerable assets

Cisco Security Risk Score (91) High CVSS3 (93

3 Affected zones

Production - External  Critical Production - Internal Dev

~

Complete view of the
vulnerabilities, prioritized by severity
and critical business flows

e
CISCO
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dockerd

containerd Containerd-shim runc

runc-v2 Distrib uted

Exploit Shield

recommended
to deploy

The Distributed Exploit Shield blocks new container processe
with a current directory of ”/” in the host name space.

Block and alert ‘

Surgical mitigating control in the
path of the process that keeps
application running

USE CASE — DISTRIBUTED EXPLOIT PROTECTION

95%

Confidence Score

100%

Effectiveness Score

The Distributed Exploit Shield was already tested in

your environment

Tested against live production
traffic to earn trust and increase
confidence

Note: Images are not an exact product Ul representation
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Hypershield helps deliver business outcomes

Accelerated Higher Reduced Lower

security security outage barrier to
protection efficacy downtime expertise

ol [}
© 2028 Cisco and/or its affiliates. All rights reserved. CGisad 6o ehitibl
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The Cisco Advantage

,/-\;

1

Platform

Advantage

Security at the network layer

* Network-level data insights provide

full visibility into Al traffic and
associated risks

* Integration with Cisco
product suite

* Enforce policies across and within
clouds and datacenters

© 2028 Cisco and/or its affiliates. All rights reserved. CGisaCGo fifid atitibl
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7~ N\

2

Al Model & App
Validation

Algorithmic Al red-teaming

* Automated assessment of safety and
security vulnerabilities

* Al readiness guides bespoke guardrail
and enforcement policy

* Automatic integration into
Cl/CD workflows for seamless,
continuous testing

N

3

Proprietary Model &
Data

Purpose-built for Al security

* Team pioneered breakthroughs from
algorithmic jailbreaking to the
industry’s first Al Firewall

* Contribute to (and align with)
standards from NIST, MITRE, and
OWASP

* Leverage threat intelligence data
from Cisco Talos
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Thank you
for
attending
our session

NInlir
of LY ofo)

Visit our stand for expert
advice and live
demonstrations,
iIncluding:

1. Cisco Hypershield: Reimagining
Security for the Al Era

2. Cisco Nexus Hyperfabric: A
New Data Centre Experience

3. Webex Meetings, Microsoft
Teams Meetings, Smart
Workplace and Cisco Video
Devices
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