
The Evolution 
of Cloud
With a six-decade history, cloud has come a long way. 

Understand how cloud arose, where it’s heading now and what’s on the horizon.

Reflect on how your architecture choices impact cloud security and governance.
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Evolving user habits through the 2000s, such as mobility and SaaS, began to influence cloud computing as we knew it. 
A centralised system and perimeter-based protection made way for the rise of the remote worker and VPNs, with all 

network traffic routed via the data centre. 
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By 2020 the cloud market solidified with 
SaaS, PaaS and IaaS categories, and 
Forrester estimating the market would 

reach USD $299.4 billion1.
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More recently, multi-cloud has proven to be a popular choice thanks to the flexibility, reliability and 
scalability these environments provide – making it easier than ever for customers to shift their 

workloads between clouds.

In 2020, the huge surge of SaaS applications and remote workers across the globe forced a rethink of the role of cloud, 
particularly for security. Most notable was the fall of the firewall, as perimeter-based security policies struggled to manage 

remote workers. Likewise, routing all data via the data centre was now seen to create unnecessary lag. 

Secure Assess Service Edge (SASE) has emerged as the focus shifts from protecting the location of data, to 
protecting the user and the journey of their data. Organisations can provide secure access no matter where users, 

applications or devices are located.

Cloud computing has evolved rapidly in recent years, so much so that the original vision for hybrid environments is finally starting to be realised. 
As more platforms are built and deployed, the critical multi-cloud management layer will emerge - the final piece to achieve the true concept of 

hybrid cloud. This will allow organisations to innovate, while maintaining governance, agility and control of their distributed cloud workloads.
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Cloud spend is only going 
to continue to grow, with 

Gartner forecasting that by 2022, 
SaaS spend is expected to grow 

by 241%, and public cloud 
spend by 358% of what it was 

in 201711.

Gartner predicts that 
traditional on-premises or 
hybrid software spend will 
continue to grow at pace 
through 2022, up by an 
estimated 175% from 

201711.

Public Cloud

Private Cloud

A whopping 53% of all IT 
spend will be allocated to 

software and hosted, 
cloud-based services in 2021. 

Despite this, most organisations 
still have a way to go in 

optimising their SaaS and 
cloud costs6.

95% of all network 
con�guration is done 

manually9. 

IT teams spend 43% 
of their time 

troubleshooting network 
related issues10.

35% of 
organisations have 

either already migrated, 
or plan to accelerate the 
migration of workloads 

to the cloud due to 
COVID-196.

48% of employees 
will continue to work 

remotely, compared to 
30% pre-pandemic7.

By 2024, at least 
40% of enterprises will 

have explicit strategies to 
adopt SASE, up from 

less than 1% at 
year-end 20188.

85% of enterprises 
are in a multi-cloud 

environment, but only 
41% have a multi-cloud 

strategy5.

92% of customers 
have both public and 

private cloud 
environments4.

So, what does the future hold? One thing is certain – cloud solutions will continue to shape the way we work. 

What to look out for: 

Agility and the ability to move workloads 
between clouds and avoid cloud vendor 

lock-in will continue to grow in importance. 
The role of the multi-cloud management 
layer with tools like Cisco CloudCenter 

Suite will become critical.

Private cloud will still exist for 
organisations that have a big cloud 

footprint or need specific requirements 
met, but a shift towards a private 

extension of public cloud via hybrid cloud 
platforms will become more common.

While multi-cloud and hybrid cloud 
usage grow, security becomes 
increasingly difficult requiring 

continual investment in approaches 
such as multi-factor authentication, 

SASE and CASB.

Innovations such as IoT and 5G wireless are 
placing compute and analytics close to where 

data is created. This is making the case for 
edge computing, especially in organisations 
supporting real-time applications, such as 
video processing and analytics, self-driving 

cards, artificial intelligence and robotics.
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Over the cloud horizon
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